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ABOUT FOOD CITY
Food City is an American supermarket chain with stores located in 
Alabama, Georgia, Kentucky, Tennessee, and Virginia. While being 
community-oriented and in partnership with local farmers, Food 
City strives to provide the best produce at the best prices for their 
customers - with most items being delivered directly from the farm to 
the store on the same day they are picked. The first Food City store 
opened in 1918 in Greeneville, Tennessee, but the company officially 
began their journey when founded in 1955, by Jack C. Smith. Food City 
is headquartered in Abingdon, Virginia with 132 locations in the United 
States.  

THE PROBLEM
Food City was in need of a more efficient file integrity monitoring 
solution. The solution they were using required several hours to perform 
the functions necessary for their security needs. With 132 locations, 
Food City needed a solution that would be able to effectively monitor 
approximately 3,000+ point-of-sale machines and help them ensure 
and maintain compliance with PCI-DSS standards. 

The Payment Card Industry Digital Security Standards (PCI-DSS) is 
a set of regulatory requirements for all organizations that process, 
transmit, or store card data. The PCI Security Standards include twelve 
requirements for PCI compliance. These requirements represent the 
state of the art for information security for organizations of all sizes. 
Noncompliance with PCI-DSS standards could not only increase Food 
City’s risk of being hit with fines, but it could also mean that they would 
be vulnerable to attacks from cybercriminals. This is why it was critical 
that Food City found a solution that helped them ensure and maintain 
compliance with PCI standards.
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Food City

“The thing that makes CimTrak stand out so 
much was that I have CimTrak on probably 
3000 endpoints and I’ve done that in a few 
weeks–versus a few hundred in a week for the 
other system. It’s just so fast to production.”

					     Jay Marshall
					     Food City
					     Security Analyst
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SUPPORTED PLATFORMS

SUPPORTED BENCHMARKS

CimTrak for Servers, Critical Workstations 
& POS Systems
WINDOWS XP, Vista, 7, 8, 10, 11, Embedded for Point of 
Service (WEPOS), POSReady, Windows 10 IoT Enterprise, 
WINDOWS SERVER 2003, 2008, 2012, 2016, 2019, 2022  
LINUX Alma, Amazon, CentOS, ClearOS, Debian, Fedora, 
Oracle, Red Hat, Rocky, SUSE, Ubuntu, others 
SUN SOLARIS x86/SPARC 
MacOS Intel, 5, 6, 7, 8, 9, 10    
HP-UX Itanium, PA-RISC
AIX 6.1, 7.1, 7.2, 7.3 

Windows Parameters Monitored
FILE ADDITIONS, DELETIONS, MODIFICATIONS, 
AND READS
ATTRIBUTES Compressed, hidden, offl  ine, read-only, 
archive, reparse point, Creation time, DACL information, 
Drivers, File opened/read, File Size, File type, Group 
security information, Installed software, Local groups, Local 
security policy, Modify time, Registry (keys and values), 
Services, User groups 

UNIX Parameters Monitored
FILE ADDITIONS, DELETIONS, AND MODIFICATIONS
Access Control List, Attributes: read-only, archive, Creation 
time, File Size, File type, Modify time, User and Group ID

Supported Platforms CimTrak For Network Devices
Arista, Cisco, Check Point, Extreme, F5, Fortinet, HP, 
Juniper, Palo Alto, Sophos, others

Supported Platforms CimTrak For Databases
Oracle, IBM DB2, Microsoft SQL Server, MySQL
PARAMETERS MONITORED Default Rules, Full-text 
indexes, Functions, Groups, Index definitions, Roles, Stored 
Procedures, Table definitions, Triggers, User defined data 
types, Users, Views

Supported Hypervisors
Microsoft Hyper-V, VMware ESXi 3x, 4x, 5x, 6x, 7x

Supported Cloud Platforms
Google Cloud, Amazon AWS, Microsoft Azure

Supported Container & Orchestration Integrations
Amazon Elastic Kubernetes Service (EKS), Docker, Docker 
Enterprise, Google Kubernetes Engine (GKE), Kubernetes, 
Podman 

Supported Ticketing Integrations
CA ServiceDesk, Atlassian Jira, ServiceNow, BMC Remedy

Supported SIEM Integrations
IBM QRadar, McAfee Event Security Manager, Splunk, 
LogRhythm, Microfocus Arcsight, others

Cimcor develops innovative, next-generation, fi le integrity monitoring software. The CimTrak Integrity Suite monitors 
and protects a wide range of physical, network, cloud, and virtual IT assets in real-time, while providing detailed forensic 
information about all changes. Securing your infrastructure with CimTrak helps you get compliant and stay that way.
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ALIBABA
ALMA
AMAZON ELASTIC KUBERNETES
AMAZON LINUX
APACHE
APPLE MAC OS
AZURE
CENTOS
CISCO Firewall, IOS
DEBIAN
DISTRIBUTION INDEPENDENT
FEDORA

GOOGLE Chrome, Container, 
Kubernetes 
IBM
KUBERNETES
MICROSOFT Access, Edge, Excel, 
IIS, Intune, Offi  ce, PowerPoint, 
SharePoint, SQL, Windows, Windows 
Server, Word
MONGODB
NGINX
ORACLE Cloud, Database, Linux, 
MySQL 

PALO ALTO
POSTGRESQL
RED HAT
RHEL8
ROCKY
ROS
SUSE
UBUNTU LXD, Linux    
VMWARE
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THE SOLUTION
Food City’s solution was to implement The CimTrak File Integrity Monitoring Software to monitor the company’s servers and 
point-of-sale machines. 

The CimTrak Integrity Suite maintains continuous PCI-DSS compliance by not only detecting and notifying Food City of 
changes but also instantaneously reverts changes that may occur within their systems, allowing them to take action to 
restore any file or configuration back to its original state. CimTrak helps with 9 of the 12 PCI requirements. 

 

“The biggest thing that stood out in my 
mind was the ease of use: how to get it 
up and going, get it set up on hundreds 
(if not thousands) of endpoints, fast and 
easy. And the creating of the policies, 
that type of thing, it just seems so 
straightforward. 

Basically, if you can read, point, and 
click, you can do it. So the simplicity 
of how you could use it, set it up, the 
administration of it. Yet, even though it 
was that simple to do and get going, it is 
very, very robust for us, with what it can 
do, and how it does help me and it’s met 
all my needs.”						    

				    Jay Marshall
				    Food City
				    Security Analyst

THE OUTCOME
After implementing CimTrak, Food 
City’s security posture has improved 
and they are able to ensure continuous 
compliance with PCI-DSS standards 
across all of the company’s 3,000+ 
point-of-sale machines and servers. 

Food City has found that using CimTrak 
is much easier and more efficient than 
the original solution they were using. 
Due to the increase in efficiency, their 
IT department has also become more 
productive in day-to-day operations.

 


