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INTEGRITY, TRUST & RESILIENCY

CimTrak was the absolute perfect solution
for file integrity monitoring without any data
exfiltration from this environment. In fact,
they did, plus a lot more than file integrity
monitoring for us. We got what we expected
and needed to meet our controls and then a
tremendous amount more.”

James Flowers
Atos
Senior Security Principal

ABOUT ATOS

Atos is a global leader in digital transformation. They specialize in hi-
tech transactional services, unified communications, cloud, big data,
and cybersecurity services. Atos strives to help design the future of the
information space and support knowledge, education, and research in

a multicultural approach and contribute to the development of scientific
and technological excellence. Founded in 1997, Atos is headquartered in
Benzons, France, with offices worldwide.

THE PROBLEM

With a tremendously regulated environment, Atos was in need of a
trustworthy file integrity monitoring solution to help them achieve
compliance with ARS controls without any data exfiltration from their
environment.

Acceptable Risk Safeguards (ARS) fall within the NIST-800 family with

the objective of establishing a minimum standard and set of controls for
information security and privacy assurance to mitigate risk through a best
practices framework.

ARS controls can be very difficult to implement, so Atos was looking for a
robust, reliable solution to ensure ARS compliance. The main requirement
for Atos was to perform file integrity monitoring to ensure unauthorized
changes did not occur within their system while upholding ARS best
practices and controls.
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THE SOLUTION

The solution to helping Atos’s goal of compliance with ARS controls was to implement The CimTrak File Integrity Monitoring
Software. CimTrak aligns with ARS by providing the necessary check and balances of security functionality and security
assurance of over a quarter of all the ARS controls.

The CimTrak File Integrity Monitoring Solution ensures that unauthorized changes do not occur within their systems from
servers to network devices. CimTrak’s capabilities also include checking against the change system to ensure that any
changes are authorized changes as well as advanced reporting and ticketing on those changes for auditing evidence.

CimTrak was Atos’s top choice in file integrity monitoring software due to the flexibility and reliability offered by support as
well as the affordability and return on investment for the company.
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environment so much more secure.

® | cIMCOR

REQUEST A DEMO

Cimcor develops innovative, next-generation, file integrity monitoring software. The CimTrak Integrity Suite monitors
and protects a wide range of physical, network, cloud, and virtual IT assets in real-time, while providing detailed forensic
information about all changes. Securing your infrastructure with CimTrak helps you get compliant and stay that way. CIMTRAK
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