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C I M T R A K
INTEGRITY, TRUST & RESILIENCY

“CimTrak was the absolute perfect solution 
for file integrity monitoring without any data 
exfiltration from this environment. In fact, 
they did, plus a lot more than file integrity 
monitoring for us. We got what we expected 
and needed to meet our controls and then a 
tremendous amount more.”

				    James Flowers
				    Atos
				    Senior Security Principal

 CA S E  STU DY

Atos

ABOUT ATOS
Atos is a global leader in digital transformation. They specialize in hi-
tech transactional services, unified communications, cloud, big data, 
and cybersecurity services. Atos strives to help design the future of the 
information space and support knowledge, education, and research in 
a multicultural approach and contribute to the development of scientific 
and technological excellence. Founded in 1997, Atos is headquartered in 
Benzons, France, with offices worldwide.  

THE PROBLEM
With a tremendously regulated environment, Atos was in need of a 
trustworthy file integrity monitoring solution to help them achieve 
compliance with ARS controls without any data exfiltration from their 
environment. 

Acceptable Risk Safeguards (ARS) fall within the NIST-800 family with 
the objective of establishing a minimum standard and set of controls for 
information security and privacy assurance to mitigate risk through a best 
practices framework. 

ARS controls can be very difficult to implement, so Atos was looking for a 
robust, reliable solution to ensure ARS compliance. The main requirement 
for Atos was to perform file integrity monitoring to ensure unauthorized 
changes did not occur within their system while upholding ARS best 
practices and controls. 
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SUPPORTED PLATFORMS

SUPPORTED BENCHMARKS

CimTrak for Servers, Critical Workstations 
& POS Systems
WINDOWS XP, Vista, 7, 8, 10, 11, Embedded for Point of 
Service (WEPOS), POSReady, Windows 10 IoT Enterprise, 
WINDOWS SERVER 2003, 2008, 2012, 2016, 2019, 2022  
LINUX Alma, Amazon, CentOS, ClearOS, Debian, Fedora, 
Oracle, Red Hat, Rocky, SUSE, Ubuntu, others 
SUN SOLARIS x86/SPARC 
MacOS Intel, 5, 6, 7, 8, 9, 10    
HP-UX Itanium, PA-RISC
AIX 6.1, 7.1, 7.2, 7.3 

Windows Parameters Monitored
FILE ADDITIONS, DELETIONS, MODIFICATIONS, 
AND READS
ATTRIBUTES Compressed, hidden, offl  ine, read-only, 
archive, reparse point, Creation time, DACL information, 
Drivers, File opened/read, File Size, File type, Group 
security information, Installed software, Local groups, Local 
security policy, Modify time, Registry (keys and values), 
Services, User groups 

UNIX Parameters Monitored
FILE ADDITIONS, DELETIONS, AND MODIFICATIONS
Access Control List, Attributes: read-only, archive, Creation 
time, File Size, File type, Modify time, User and Group ID

Supported Platforms CimTrak For Network Devices
Arista, Cisco, Check Point, Extreme, F5, Fortinet, HP, 
Juniper, Palo Alto, Sophos, others

Supported Platforms CimTrak For Databases
Oracle, IBM DB2, Microsoft SQL Server, MySQL
PARAMETERS MONITORED Default Rules, Full-text 
indexes, Functions, Groups, Index definitions, Roles, Stored 
Procedures, Table definitions, Triggers, User defined data 
types, Users, Views

Supported Hypervisors
Microsoft Hyper-V, VMware ESXi 3x, 4x, 5x, 6x, 7x

Supported Cloud Platforms
Google Cloud, Amazon AWS, Microsoft Azure

Supported Container & Orchestration Integrations
Amazon Elastic Kubernetes Service (EKS), Docker, Docker 
Enterprise, Google Kubernetes Engine (GKE), Kubernetes, 
Podman 

Supported Ticketing Integrations
CA ServiceDesk, Atlassian Jira, ServiceNow, BMC Remedy

Supported SIEM Integrations
IBM QRadar, McAfee Event Security Manager, Splunk, 
LogRhythm, Microfocus Arcsight, others

Cimcor develops innovative, next-generation, fi le integrity monitoring software. The CimTrak Integrity Suite monitors 
and protects a wide range of physical, network, cloud, and virtual IT assets in real-time, while providing detailed forensic 
information about all changes. Securing your infrastructure with CimTrak helps you get compliant and stay that way.
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ALIBABA
ALMA
AMAZON ELASTIC KUBERNETES
AMAZON LINUX
APACHE
APPLE MAC OS
AZURE
CENTOS
CISCO Firewall, IOS
DEBIAN
DISTRIBUTION INDEPENDENT
FEDORA

GOOGLE Chrome, Container, 
Kubernetes 
IBM
KUBERNETES
MICROSOFT Access, Edge, Excel, 
IIS, Intune, Offi  ce, PowerPoint, 
SharePoint, SQL, Windows, Windows 
Server, Word
MONGODB
NGINX
ORACLE Cloud, Database, Linux, 
MySQL 

PALO ALTO
POSTGRESQL
RED HAT
RHEL8
ROCKY
ROS
SUSE
UBUNTU LXD, Linux    
VMWARE
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THE SOLUTION
The solution to helping Atos’s goal of compliance with ARS controls was to implement The CimTrak File Integrity Monitoring 
Software. CimTrak aligns with ARS by providing the necessary check and balances of security functionality and security 
assurance of over a quarter of all the ARS controls. 

The CimTrak File Integrity Monitoring Solution ensures that unauthorized changes do not occur within their systems from 
servers to network devices. CimTrak’s capabilities also include checking against the change system to ensure that any 
changes are authorized changes as well as advanced reporting and ticketing on those changes for auditing evidence. 

CimTrak was Atos’s top choice in file integrity monitoring software due to the flexibility and reliability offered by support as 
well as the affordability and return on investment for the company. 

 

“It increases the security footprint. 
That’s the function of the product. 
That’s the function of file integrity 
monitoring. It does it. It does it exactly 
like it’s supposed to, and then it saves 
thousands of hours together on 
evidence. It saves hundreds of hours 
in doing reports. It just makes the 
environment so much more secure. 

Cimcor truly partnered up with me. It’s 
a true partnership relationship and it 
starts all the way from the salesperson 
all the way up to the CEO.”

			   James Flowers
			   Atos
			   Senior Security Principal

THE OUTCOME
With CimTrak’s file and system integrity 
monitoring software, Atos’s security 
posture has improved, their security 
footprint has increased, and they are 
maintaining continuous compliance 
with ARS controls. 

In partnering with Cimcor, Atos was 
granted the flexibility to work with 
support closely. In that collaboration 
with CimTrak support, Atos was able to 
adjust their solution to make a custom 
fit for the needs of the company to 
effectively and efficiently accomplish 
their security goals. 


